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Why do we need Security on the MFP?
 Organizations spend significant capital to protect digital assets from threats, yet 

frequently overlook one of the most integral devices in use today - the office
Multi-Function Peripheral (MFP).

 The more advanced and integrated MFPs become, the greater the risk to 
confidential information during the document’s life cycle when it is being copied, 
printed, scanned or faxed. 

 For a comprehensive security strategy to be effective, it is imperative for 
organizations to demand a greater level of protection from MFP vulnerabilities.

COMMON  VULNERABILITIES
Some of the most common vulnerabilities associated with an unsecured MFP include:
 Identity Theft
 Stolen information
 Lawsuits
 Mandates Information Security Regulation

 HIPAA, Sarbanes-Oxley, Gramm-Leach-Bliley Act
 Loss of access
 Unauthorized use
 Loss of productivity

Intellectual capital
assets account for
over 57% of a
corporation’s 
market price



Multi-Function Copier Purchasing Decisions in the
Networked Digital Office

 The MFP decision has shifted from facilities management staff, to
Computer Information and Network management staff (IT), and to
Information Assurance - Security Staff (IA).

 If IA does not approve the connection to the network and the proposed
MFPs because of Information and Network vulnerabilities, the acquired 
product may never be deployed with its full cost saving capabilities.

 If new policies regarding support for new protocols and controls (IPv6,
CAC, Remote Administration and Monitoring, Communications,
Document and Information Management Interface, etc.) are not
addressed by the MFP acquisition team, the product may be obsolete a
few years into a long term contract.

 Some Standard Requirements are Common Criteria, NMCI and
ONENET certification, legacy networks, HIPAA, new cyber-security
regulations, fax, scanning applications, etc.



Areas of Reported Theft

Source: Trends in Proprietary Information/ Loss; ASIS International, 2007



Form of Information When it was Compromised

Source: Trends in Proprietary Information/ Loss; ASIS International, 2007



Business/National Security
Impact of Loss

Source: Trends in Proprietary Information/ Loss; ASIS International, 2007



Market and End User Requirements
Protection against unauthorized access to intellectual property and confidential 

information that passes through the MFP

 The Requirement:
 To protect sensitive or confidential information (Company 

or Personal)
 To protect other users documents
 To protect 3rd Party Information (medical, financial, etc) to 

meet Regulatory compliance 
 To protect personal information such as Social Security 

Number, credit card information, 
e-mail addresses and contact information

 The Threat:
 Removing or examining documents from an output tray

OKay!



Market and End User Requirements
Limit Legal liabilities  due to new privacy laws and regulations

 Laws and Regulations:
 Identity theft
 HIPAA (Protect patient information)
 SOX (Sarbanes - Oxley) ( Protect financial information)
 GLB (Gramm-Leach-Bliley Act) (Protect consumer journal information)
 State Privacy laws 
 IEEE 2600™ -2008 security standard 

 The Mitigation:
 Confidential Print and Fax
 Document Control
 User Authentication
 Forced sender name and authentication for e-mail
 Password protect folder and documents
 Data Security Kit with encryption and overwrite
 Audit log for all MFP activities (scan, print, copy, fax, e-mail)

 E-mail log file includes: from, to, when, what (file name and content)
 Automated Rights Management 
 Automated Encryption of transmitted documents (scan, print)
 Comprehensive print and scan audit trail
 Offer Common Criteria validated solutions

New



Market and End User Requirements
Curtail user misuse of MFP functions

 The Requirement:
 Limit access to stored documents
 Prevent unauthorized transmission of documents using e-mail
 Prevent anonymous e-mail transmissions
 Prevent “Impersonated” e-mail transmissions
 Protect against easy access to duplicating documents in the output tray

 The Threat:
 Open access to the device
 Unrestricted use for certain operations (Copy, Scan, Fax, Print, Color, 

Document management, USB memory devices )
 Inserting unauthorized scanned data into a workflow
 E-mail sensitive documents to unauthorized users

 The Mitigation:
 Strong User and Administrator authentication
 Forced sender name and authentication for e-mail
 Password protect folder and documents
 Audit log for all MFP activities (scan, print, copy, fax, e-mail)

 E-mail log file includes: from, to, when, what (file name and content)
 Confidential Print and Fax
 Document Control



Market and End User Requirements
Control over how the MFP is accessed via the Network/Fax

 The Requirement:
 Protect against unauthorized 3rd party application control of the MFP 
 Protect Login credentials
 Prevent tapping into a phone line to gain access to network
 Protect network information such as DHCP, WINS, SMTP server addresses
 Protect device setting and configuration by unauthorized users
 Prevent installation of rogue embedded firmware
 Protect device accounting/audit logs

 The Threat:
 Unauthorized 3rd party application control of the MFP
 Sniffing network traffic to gain access to documents
 Sniffing network traffic to gain access to credentials
 Leveraging open ports/protocols to gain access or view clear text  
 Bridging fax modem to Ethernet.

 The Mitigation:
 Use of CAC user authentication
 Comprehensive Network Port/Protocol Management-Firewall
 SSL/TLS-Secure Socket Layers protocols with authorized digital certificate
 SNMPv3  for device maintenance support 
 IPv6/IPSEC support
 SMB protocol for scanning
 IP/MAC address filtering
 Password protection for printing and faxing
 Logical and physical separation of Fax and Network boards
 Use of fax only (not data modem)



Market and End User Requirements
Protect against D.O.S - Denial of Service – attack

 The Requirement:
 Prevent the MFP from being used as a gate to propagate attacks against the 

network, creating Denial of Service
 Prevent lock-up of the MFP, requiring the machine to be reset

 The Threat:
 Through open access to the device
 Not providing an address filtering mechanism
 Use device credentials to access network resources
 Redirect “bogus” print jobs

 Recommended Mitigation:
 Comprehensive Network Port/Protocol Management-Firewall
 SSL-Secure Socket Layers protocols with Digital Certificate
 SNMPv3 for device maintenance support 
 802.1x device authentication support
 SMB protocol for scanning IP/MAC address Filtering
 Password protection for printing and faxing 
 Kerberos support for authentication
 Logical separation of Fax and Network functions
 Use of fax modem only (not data modem) 
 Ignore junk Fax



Market and End User 
Requirements

Protection against common Windows / Linux 
executable viruses and similar infectious programs.
 Operating System Threats:

 Primary Source: MFP Network port/line/USB
 Secondary Source: MFP PSTN (Fax /data modem) 

port/line
 Recommended Mitigation:

 Firmware based OS as opposed to software based OS 
(e.g. Windows / Linux).
Using  embedded firmware that is not based on 

Windows / Linux or other soft operating 
system. Therefore, not subject to the same Virus 

vulnerability and malicious EXE files as 
f /



Sharp Multi-Layers of Security



Memory and Hard Drive protection
Data Security

Data Security Kit*  (optional):
256 bit AES data encryption and anticopy
CC validation for Sharp Security Suite

Common Criteria  

Fax Security
Logical separation between the fax 
telephone line and LAN. 
Prevent Junk Fax and Secure Fax releaseFax Protected Features

Access Control Security
Usages and Restrictions for Scan, 
Print, Fax, Copy, Setting, DF and Email, 
User Authentication , Access Cards support
(CACCommon Access Card*, HID card*)Access Control and Authentications

Comprehensive Firewall

Network Security
SSLEncrypt Network Traffic, Digital 
Certificate, Port Management & Filtering,
Antivirus and D.O.S Resistance
(No security patches required)

Auditing & Management
Audit Trail security MFP Log for all MFP activities: (Scan,

Print, Copy, Fax, Email, Setting)
Equitrac Office, Express  optional

Document Security
Encrypted PDF files for scanning and
printing,  SSL & SMB protocols 
for scanning, printing, email and setup.

Document Encryption* Optional

Sharp Multi-Layers of Security (MX Series) 



Data Security  

Sharp’s Data Security Kits enable highly-sensitive information to be securely printed, copied, 
scanned and faxed, minimizing your exposure to data theft from memory retention. The Data 

Security Kit first encrypts (AES 256 bit (FIPS 140-2)) the image data and then overwrites it (up to 
7 times) after the job is complete.  Today, Sharp has the only office equipment security solution 

with encryption and overwrite capability validated by the National Information Assurance 
Program’s (NIAP) at EAL4.

Common Criteria (ISO15408) program which is sponsored by
the National Security Agency (NSA) and NIST. 



Common Criteria Validation 

 What is it?: International standard for IT security validation. CC labs 
in Japan are validating Sharp MFPs against Sharp security claims. 

 Why Sharp needs it?: It is a requirement by the USA & Canada  
governments and other enterprise companies.

 CC validation process takes one (1) year from start to finish.

 Current Status: All Sharp products from 23 ppm and up that have
CC DSK or are in the validation process.



Common Criteria Validation Site

For non-USA
CC-Certification

For USA 
CC-Certification



Common Criteria Validation/MX Series

Common Criteria
Certification at 

EAL3+



IEEE Standard 

 Security standard for Hard Copy Device (IEEE 2600™-2008).

 It is the first security standard requirements from  7/2008. 

 Markets that are effected by this standard: Government, 
Enterprise and Corporate companies.

 Sharp is the first in the industry to meet the standard requirements. 



New 
Security 
Standard 

from 2008



CAC-Common Access Card/MX-EC50

Main Features   
• Comply to HSPD-12 specifications
• CAC and PIV cards support
• Authenticate CAC cardholder against user PIN
• Block all MFP Functions unless user authenticates
• Auto insertion of user’s e-mail address 
• Scan only to card user
• Supports group policy and/or user policy
• Secure Print-job release with use of CAC card  
• LDAP SSL Authentication
• PKI/OCSP server Authentication
• Extract user certificate
• Digital Signature using user privet key
• E-mail encryption using recipient public key

Main Features   
• Comply to HSPD-12 specifications
• CAC and PIV cards support
• Authenticate CAC cardholder against user PIN
• Block all MFP Functions unless user authenticates
• Auto insertion of user’s e-mail address 
• Scan only to card user
• Supports group policy and/or user policy
• Secure Print-job release with use of CAC card  
• LDAP SSL Authentication
• PKI/OCSP server Authentication
• Extract user certificate
• Digital Signature using user privet key
• E-mail encryption using recipient public key

Supported MFP Models 
MX-M283/M363/M453/M503  N Series  (only)

MX-M623/M753  (Q2-2010)

MX-2600/3100      

MX-4100/4101/5001

DX/MX-C311/C401

Background information
• The Common Access Card (CAC) was 

developed in response to HSPD-12 Homeland 
Presidential Security Directive and is used by  
the  Department of Defense (DoD) and other 
federal departments as an identification for 
active-duty military personnel, reserve personnel, 
civilian employees, non-DoD other government 
employees, State Employees of the National 
Guard and eligible contractor personnel. 

• The CAC is used as an identification card as well 
as for authentication to enable access to DoD 
computers, MFPs , networks and certain DoD 
facilities. 

• The CAC card stores user e-mail address, 
credentials and user privet key.
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Multi-Function Device Purchase Criteria
The Classic Issues
• Cost of Ownership
• Contracts
• Reliability
• Features
• Maintenance
• Brand
• Physical Size
• Applications
• Output Quality
• Speed

Today’s New Issues
• Security
• Print and Copy Specific Security
• Risk Management
• Scan Specific Security and Authentication
• Privacy Law Compliance
• IEEE P2600 security standard
• Common Criteria Certification (EAL)
• Reports on NIST Vulnerability Database
• IPv6, SNMPv3, Windows Vista compatibility…
• Access Control - Common Access Card
• Insider Abuse Controls and Audit Features
• Network Security
• Communications Security

Look for a new generation of Security and 
IT Awards presented To MFP manufacturers.



Data Security Kits for MFPs –
Not all are alike!

 Multiple overwrites of data in magnetic memory (hard drives) up to seven (7)
times vs. just clearing a directory or overwriting one to three times.

 Use of encryption to protect buffered data so that if overwrites do not
execute, data is protected. Failure to execute usually requires service access.

 Use of encryption for print mailboxes and stored documents.

 Auto lockout after three failed password attempts for Admin, document file
retrieval, encrypted PDFs …. Just like your computer.

 Document copy and scan control to disable reproduction of sensitive
documents (print control pattern for color systems) … refuses to copy / scan.

 Option to force Print and Fax hold operations - Policy 

 Restricted access to Address lists and configuration data - not just docs.

 Certification - Common Criteria - At What EAL?- Does it work as advertised?



We’re “IT Friendly” with easy integration and lower support costs

Most comprehensive security offering in the market

Sharp Security Suite Awards



Benefits of the Sharp Solution

Why Sharp Delivers the Best Value to their Customers?

 Sharp’s leadership in Data Security helps ensure against identity theft, cyber 
attacks and network threats.

 Sharp’s experience in gaining Common Criteria Certification will assist in 
ensuring that the  process be successful and take the minimal amount of time. 

 The certified EAL3+ Data Security Kit (DSK) delivers powerful protection 
 Common Access Card (CAC) solution will make access easier for those users       

with assigned rights on the equipment.
 The proven high reliability of Sharp equipment, combined with the 

service team’s responsiveness, ensures optimal uptime. 
 Sharp offers the latest in technology at a very competitive total cost of 

operation.



SHARP SPC

SHARP USA



Security in Details



MFP

Firewall

Internet

Internal User
(Walk Up)
(Network)

LEGEND

Red attacker –is the attacker or non authorized user. 
Click on the red attacker for list of threats and 
mitigation

User –is the authorized user

Virus Resistance – refers to the fact that Sharp used 
propriety OS, so not susceptible to mainstream 
(Microsoft) viruses

Intranet

Corporate  LAN

Internal Attacker
(network)

Unauthorized Access to 
traffic on the network
• Encrypted password
• SSL (HTTPS, IPPS, 
SMTP,FTP,POP3) 
• SMB and SNMPv3
• Network “fire wall”
• Port Management
• IP/MAC filtering
• MFP log file for           
(S, P,C,F, Document Filing, 

E‐mail activities)
•CAC support –
•User access control  
support

External User

D.O.S and virus attack
•Denial of Service Resistance
•Virus Resistance

Unauthorized access from 
outside  the corporate network
• Encrypted files for print &  
scan

• Digital Certification 
• SSL

External Attacker

Unauthorized access to 
MFP assets stored in 

RAM, NV, HD
DSK – providing Erase , 

overwrite, Encryption with 
CC EAL 3 ‐ 4

Internal Attacker
(Walk up)

Unauthorized Access to MFP
•Document Control, 
•Confidential Printing, 

•Tighter Access Control – 32 characters, 
•Password expiration,

•Secure Document Release, 
•Account Codes,  

•User Authentication

Unauthorized access to 
using the Fax line
•Separation of Fax 
line from network,
•Filter junk fax, 
•Secure Fax (PIN)

HD

NV



Data Security Cont.

 DSK for the MX Series
 Commercial DSK with enhanced access control:

 Document / Copy control: Printing control pattern to disable duplication of 
sensitive documents. (only MX series with DSK)

 Restrictions on printing Sender Address List and all other configurations
 Option to Force Print and Fax Hold option
 Admin password protection :

(lock admin or document filing user after 3 tries)
 Document filing password protection (lock document filing after 3 tries)
 Encrypted PDF file password protection (lock document after 3 tries)
 FTP setup authentication

 Benefits: Support Security and Government accounts that require Data 
Security and Data Encryption



Enhanced Access Control

 Enhanced Access Control :
 Full password and user name (32 alphanumeric characters) for all MFP activities 

(Scan, Print, Fax, Copy, Document filling and USB activities) 
 Log file for all MFP activities (Scan, Print, Copy, Fax, E-mail, Document filing)
 Document Filing enhanced access control and restrictions
 Scanning restrictions (HDD, USB and other)
 Restriction on Firmware update (USB or PAU)
 Support of Common Access Card (Smart Card) with MX-EC50 or DCL310S (optional)

*Select the function

OKay!



Scanning Security

 Scan and E-mail  Security:
 Scan encrypted PDF file 

 Securely Scan encrypted and password protected file directly from the MFP
without the need for other software or products.

 Log file for all e-mail activities (From, To, When, What (file content)
 Access Control and restrictions on Scan to USB memory
 Support SMB, FTPS, SMTPS, POP3S protocols for enhanced scanning security
 Secure scan to FTP sites using FTPS tunnel with Sharpdesk 3.2X
 Support of Common Access Card (Smart Card) with MX-EC50 and DCL310S (Optional)
 Support of a variety of Access Cards (Proximity, RF, Biometric, Smart Card)  (Optional)



Printing Security
 Printing Security 

 Print encrypted and password protected PDF file
 Securely Print Directly from:

 Printer Driver
 FTP Pull Print
 E-Mail Push print

 Direct print from Job status
 Print using IPPS protocol.



Client PC

FTP server

FTP pull Print

E‐mail push Print

MFP
(MX Series)

Input a password.

Access the FTP server
printout instruction

Password is corrected.

Print out the encrypted PDF file

Print by Printer Driver
Client PC

In case of Direct Print

In case of direct print, encrypted PDF 
data is sent to MFP directly with out 
extracted, 

Access the FTP server from the main unit 
operational panel.  After selecting 
encrypted PDF file, give a printout 
instruction.

printout instruction

Send encrypted PDF file attached with E‐mail 
from a client PC to MFP and print out the attached data. 

printout instruction

Print out the encrypted PDF file 
by Printer Driver. 

Print out the encrypted PDF file from “JOB Status”
mode of the main unit operational panel.

Print from USB device

Printing Security–Cont.
Method for encrypted  PDF file printing



Fax Security 

 Fax Security 
 Confidential Fax printing (password protected)

 Ignore Junk Fax

 Separation of Fax from Network

 Optional log in to send a fax



Network Security

 Network Security:
 SNMP-v3 for Device Maintenance support 
 SMB support for Scanning (MX series)
 802.1X for Device authentication (similar to the wireless )
 User Authentication from a selection list 

(Company LDAP or Company Server or any other) 

*”Authenticate to” select Screen

OKay!



Network Security Cont.- (SSL)

 Secure Socket layer (SSL) support (MX series CR2 and 
B&W3) for:
 IPP (IPPS): encrypt the printing for out of network users
 SMTP (SMTPS) for outgoing e-mail 
 POP3 (POP3S) for incoming e-mail
 LDAP (LDAPS) for LDAP authentication
 FTP (FTPS) for scanning to FTP site
 HTTP (HTTPS): encrypts the network traffic to secure Imager Home Page activities 

(Security and network setting and configuration) 
 Digital Signature Certificate for SSL (Local or import from external security authority 

(e.g. VeriSign ,RSA or other)
 Example: HTTPS







Network Security - Cont.  (Port Filtering)



Audit Log Security
MFP Job Log Sample Report for Activities (MX Color and Hercules)



SSL Settings
C-Frontier, MX Series-II and B&W III



Sharp Multi-Layered Security
Summary



Sharp MFP Security Levels

*   DCL310S Cryptek CAC Solution  



* 2010  **  Only for MX‐M283/M363/M453/M503                                              ***  only for MX and AR‐M257/M317



Researcher discloses serious Xerox 
flaw 
Security flaw in Work Center multifunction 
printers allows access to information being 
printed on the machines



DSK solutions - CC EAL vs. How strong is the Security solution?

1           2              3            4 5 6 7 8           9 10 

3+

3 

2

CC EAL #CC EAL #

Weak Security SolutionsWeak Security Solutions Strong Security solutionsStrong Security solutions



SHARP
National Vulnerability Database

http://nvd.nist.gov/ 
No Issues Reported

Sharp’s Firmware Based architecture is more secure. 
It is not subject to virus attacks, worms and other attacks that exploit 

the MFP’s ability to run executable files.



NATIONAL VULNERABILITY DATA BASE
http://nvd.nist.gov/



Xerox Vulnerabilities 



Xerox Vulnerability

 Xerox Security Bulletin XRX09-001 
 Software update to address Command Injection Vulnerability 
 v1.0 
 01/30/09 

 Background 
 A command injection vulnerability exists in the Web Server. If 

exploited, the vulnerability could allow remote attackers to execute 
arbitrary code via carefully crafted input on the affected web page. 
Customer and user passwords are not exposed. 



Canon Vulnerabilities 



Canon Security Patches



Ricoh Vulnerabilities
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