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Why do we need Security on the MFP?

= Organizations spend significant capital to protect digital assets from threats, yet
frequently overlook one of the most integral devices in use today - the office
Multi-Function Peripheral (MFP).

=  The more advanced and integrated MFPs become, the greater the risk to
confidential information during the document’s life cycle when it is being copied,
printed, scanned or faxed.

= For a comprehensive security strategy to be effective, it is imperative for
organizations to demand a greater level of protection from MFP vulnerabilities.

COMMON VULNERABILITIES
Some of the most common vulnerabilities associated with an unsecured MFP include:

= |dentity Theft

= Stolen information mtellectual capital
= Lawsuits assets account for
over 57%o of a

= Mandates Information Security Regulation corporation’s
- HIPAA, Sarbanes-Oxley, Gramm-Leach-Bliley Act| Marketprice

= Loss of access

= Unauthorized use

= Loss of productivity K
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Multi-Function Copier Purchasing Decisions in the
Networked Digital Office

m The MFP decision has shifted from facilities management staff, to
Computer Information and Network management staff (IT), and to
Information Assurance - Security Staff (1A).

m |If IA does not approve the connection to the network and the proposed
MFPs because of Information and Network vulnerabilities, the acquired

product may never be deployed with its full cost saving capabilities.

m If new policies regarding support for new protocols and controls (IPv6,
CAC, Remote Administration and Monitoring, Communications,
Document and Information Management Interface, etc.) are not
addressed by the MFP acquisition team, the product may be obsolete a
few years into a long term contract.

m Some Standard Requirements are Common Criteria, NMCI and
ONENET certification, legacy networks, HIPAA, new cyber-security
regulations, fax, scanning applications, etc.
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Areas of Reported Theft

Figure 6. Single-Most-Significant Loss Incident
Type of Information Asset

Other 22% Basic research/R&D 2096

Manufacturing

Source process 5%

code 5%

Marketing
plans 2%

nannounced product
specifications 2%

Product supply
chain information
2%

Strategic business

planning 16% Customer-related
- information 26%

Source: Trends in Proprietary Information/ Loss; ASIS International, 2007
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Form of Information When it was Compromised

Figure 5. Single-Most-Significant Loss Incident
Form of Information When it was Compromised
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Source: Trends in Proprietary Information/ Loss; ASIS International, 2007



Business/National Security
Impact of Loss

Table 16. Single-Most-Significant Loss Incident
Business Impact of Loss

)

Loss of competitive advantage in one product/service

Loss of competitive advantage in multiple products/services
Loss of core business technology or process

Loss of company reputation, image, and/or goodwill
Reduced projected/anticipated returns or profitability

Loss of information or technology that may weaken L5, economic and/or
strategic military advantage

Loss of information that may make the organization more vulnerable to
terrorist threats

Loss of information or prototypes that may facilitate product
counterfeiting

Sharp Imaging and Information Company of America

24
10
10
29
14

6

Source: Trends in Proprietary Information/ Loss; ASIS International, 2007
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Market and End User Requirements

Protection against unauthorized access to intellectual property and confidential
information that passes through the MFP

B The Requirement:

Q To protect sensitive or confidential information (Company
or Personal)

Q To protect other users documents

Q To protect 3" Party Information (medical, financial, etc) to
meet Regulatory compliance

Q To protect personal information such as Soc
0-Kay!

Number, credit card information, A
e-mall addresses and contacon
B The Threat:

M Remnvinn nar eyamininn dneciimente from an niitniit trav
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Market and End User Requirements
Limit Legal liabilities due to new privacy laws and regulations

B Laws and Requlations:

O

O
O
O
O

B The Mitigation

Identity theft

HIPAA (Protect patient information)

SOX (Sarbanes - Oxley) ( Protect financial information)

GLB (Gramm-Leach-Bliley Act) (Protect consumer journal information)
State Privacy laws

OO000 OOOoOooOooo

Confidential Print and Fax

Document Control

User Authentication

Forced sender name and authentication for e-mail

Password protect folder and documents

Data Security Kit with encryption and overwrite

Audit log for all MFP activities (scan, print, copy, fax, e-mail)
E-mail log file includes: from, to, when, what (file name and content)

Automated Rights Management

Automated Encryption of transmitted documents (scan, print)

Comprehensive print and scan audit trail

Offer Common Criteria validated solutions
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Market and End User Requirements
Curtail user misuse of MFP functions

B The Requirement:

O
O
O
O
O

Limit access to stored documents

Prevent unauthorized transmission of documents using e-mail

Prevent anonymous e-mail transmissions

Prevent “Impersonated” e-mail transmissions

Protect against easy access to duplicating documents in the output tray

B The Threat:

O
O

O
O

Open access to the device

Unrestricted use for certain operations (Copy, Scan, Fax, Print, Color,
Document management, USB memory devices )

Inserting unauthorized scanned data into a workflow

E-mail sensitive documents to unauthorized users

B The Mitigation:

OO0 OO0OoOo0

Strong User and Administrator authentication
Forced sender name and authentication for e-mail
Password protect folder and documents

Audit log for all MFP activities (scan, print, copy, fax, e-mail)
E-mail log file includes: from, to, when, what (file name and content)

Confidential Print and Fax
Document Control

I|
}‘




Market and End User Requirements
Control over how the MFP iIs accessed via the Network/Fax

The Requirement:

(I Iy I Wy Wy By

Protect against unauthorized 3" party application control of the MFP
Protect Login credentials

Prevent tapping into a phone line to gain access to network

Protect network information such as DHCP, WINS, SMTP server addresses
Protect device setting and configuration by unauthorized users

Prevent installation of rogue embedded firmware

Protect device accounting/audit logs

B The Threat:

a

a
a

Unauthorized 3 party application control of the MFP

Sniffing network traffic to gain access to documents

Sniffing network traffic to gain access to credentials

Leveraging open ports/protocols to gain access or view clear text
Bridging fax modem to Ethernet.

The Mitigation:

[ Iy Iy Iy oy Ny B Iy Iy

Use of CAC user authentication

Comprehensive Network Port/Protocol Management-Firewall
SSL/TLS-Secure Socket Layers protocols with authorized digital certificate
SNMPv3 for device maintenance support

IPv6/IPSEC support

SMB protocol for scanning

IP/MAC address filtering

Password protection for printing and faxing

Logical and physical separation of Fax and Network boards

Use of fax only (not data modem)

Sharp Imaging and Information Company of America
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Market and End User Requirements
Protect against D.O.S - Denial of Service — attack
B The Requirement:

Q

Q

Prevent the MFP from being used as a gate to propagate attacks against the
network, creating Denial of Service

Prevent lock-up of the MFP, requiring the machine to be reset

B The Threat:

Q
Q
Q
Q

Through open access to the device

Not providing an address filtering mechanism

Use device credentials to access network resources
Redirect “bogus” print jobs

B Recommended Mitigation:

Q

[ I Ny I Iy I Ny Wy

Comprehensive Network Port/Protocol Management-Firewall
SSL-Secure Socket Layers protocols with Digital Certificate
SNMPv3 for device maintenance support

802.1x device authentication support

SMB protocol for scanning IP/MAC address Filtering
Password protection for printing and faxing

Kerberos support for authentication

Logical separation of Fax and Network functions

Use of fax modem only (not data modem)

Ignore junk Fax
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Market and End User

Reqguirements

Protection against common Windows® / Linux

executable viruses and similar infectious programs.
B Operating System Threats:

Q Primary Source: MFP Network port/line/USB

Q Secondary Source: MFP PSTN (Fax /data modem)
port/line

B Recommended Mitigation:

a Firmware based OS as opposed to software based OS
(e.g. Windows / Linux).

+Using embedded firmware that is not based on
Windows / Linux or other soft operating

system. Therefore, not subject to the same Virus
vulnerability and malicious EXE files as
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Sharp Multi-Layers of Security

FAXx AND NETWORK SECURITY

AccEss CONTROL SECURITY
AUDIT TRAIL SECURITY

DOCUMENT SECURITY

DATA SECURITY

-"‘_-1

/
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Sharp Multi-Layers of Security (MX Series)

Access Control Security
Access Control and Authentications

Fax Security ‘
Fax Protected Features

2
Data Security @ ‘

Usages and Restrictions for Scan,

Print, Fax, Copy, Setting, D-F and E-mail,
User Authentication, Access Cards support
(CAC-Common Access Card*, HID card*)

Logical separation between the fax
telephone line and LAN.
Prevent Junk Fax and Secure Fax release

Data Security Kit* (optional):
256 bit AES data encryption and anti-copy

CC validation for Sharp Security Suite
Common Criteria

Network Security

Memory and Hard Drive protection

Comprehensive Firewall

Audit Trail security
Auditing & Management

SSL-Encrypt Network Traffic, Digital
Certificate, Port Management & Filtering,
Antivirus and D.O.S Resistance

(No security patches required)

MFP Log for all MFP activities: (Scan,
Print, Copy, Fax, E-mail, Setting)
Equitrac Office®, Express - optional

Document Security

—)

“Optional - pocument Encryption

Encrypted PDF files for scanning and
printing, SSL & SMB protocols
for scanning, printing, e-mail and setup.
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Data Security

YNVNQ SECURITY

CODV Dat;
Print Data L q\l
: Fa; [:ata > : Data Overwrite/
can Data Clear
nt Filing :
Docume . AES Encryption
Add -~ BOO Hard Drive

Sharp’s Data Security Kits enable highly-sensitive information to be securely printed, copied,
scanned and faxed, minimizing your exposure to data theft from memory retention. The Data
Security Kit first encrypts (AES 256 bit (FIPS 140-2)) the image data and then overwrites it (up to
7 times) after the job is complete. Today, Sharp has the only office equipment security solution
with encryption and overwrite capability validated by the National Information Assurance
Program’s (NIAP) at EALA4.

Common Criteria (1SO15408) program which is sponsored by
the National Security Agency (NSA) and NIST.
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Common Criteria Validation

= What is it?: International standard for IT security validation. CC labs
In Japan are validating Sharp MFPs against Sharp security claims.

= Why Sharp needs it?: It is a requirement by the USA & Canada
governments and other enterprise companies.

= CC validation process takes one (1) year from start to finish.

= Current Status: All Sharp products from 23 ppm and up that have
CC DSK or are in the validation process.
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Common Criteria Validation Site

CCEVS Home NIAP Home About Us Contact Us Help Site Map

Search | Validated Products List (by Vendor)
CCEVS Big Picture View by: Technology Type | Assurance Level | Product Hame | Vendo
® Defining the

The following products have heen evaluated and validated in accordance with the provisions of the MIAFP Common Criteria

CCEVS Evaluation and Walidation Scheme. Products on this list have heen evaluated and accredited at licensedfapproved evaluation
m CCEVS facilities in the .S, for confarmance to the Common Criteria for IT Security Evaluation (S0 Standard 15408). Products that
Ohbjectives have heen evaluated and granted cedificates (up through EALA)Y under CCRA parttnering schemes are recognized by the
® Evgltfalidation CCEYS; LS Customers (accreditars, integratars, eted may treat these mutually- recognized evaluation results as being
Primer equivalent. Faor the complete list of products which have received Commaon Criteria cedifications, please visitthe Common
m CCEYS Yalidation Criteria Portal 2
Blody
~ [lsterieel Comman Criteria cerificates issued for IT products apply only to the specific versions and releases of those products.
Perspective Cedificates are not endorsements of the "goodness” of an T product by MIST, BSA, or any other organization that recognize i effect to the ceri
= guuﬂance to A cerificate represents the successful completion of a validation that product met GG requirements for which it wa
ONSUMmers
m CC Testing Labs Readers are advized to carefully read the Validation Report and Security Target ofthe product to determine y
(oL configuration.

B Candidate CCTLs

B CCRA & FPatners L
B ACrORYS & Mutual Recognition Statement

Terms
B Upcorming Even on Criteria Porfal s sLecessTully Lin and runhing and ih orde onize with offier GG
B The ORICD fTAF Staff is no longer pasiing cerfified produsts by other cog -producing nations. The
Process 1zes products that have been evailated Lnder the sponsc Of offrer sighatfories and in

dance with the Infernational Common Criteria for informatio
CCEVS Products Recognition Arrangerment (CCRA) for B4

m alidated
Products List
m alidated

Protection
Demfilioe

ARnoiogy Securify Evallation
-4 anly

For & compiete listing of products which have recelved Compdon Criteria certifications outside the U5,
pliease visi the Commeon Criteria Portali2
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Common Criteria Validation/MX Series

Japan IT Security Evaluation and Certification Scheme

EC Certificate

is awarded to

Certification Number: (022 7

Sharp Corporation Common Criteria
Product Name: MX-FR11 Certification at
Version: C.10 EAL3+

Type of IT Product: Data protection function in Multi Function Device

Evaluation Criteria: Assurance Level: EAL3
- Common Criteria for Information Technolozy Security Evaluation Version 3.1 Trotection Profils Conformance: None
I
Revizion 1 Name of CCTL: Information Technology Security Ce

Evahiation Methodology: Evaluation Department

- Common Methodology for Information Technology Security Evaluation Verzion 3.1 e
Diata of Cerfification: July 27

Revision 2 ==

The IT produwct idensified in thiz cervificare has been evslusred s an approved evaluaton faciny establizhed under the Japan IT Secoricy Evaluacon and Cerdficadon 5 L on Merhedolagy, fermadon
Techmolegy Security Evalugdon Verston 3.1 Revisten , for conformance to the Commen Criteria for Infarmativn Technolagy Security Evaluation Version 3.1 Revision 1. THEG cerdfica he spegfc version sod
release of the product in its evalnated confizuration snd in conjuscoon with the complece certification validadon repare. Thiz evaluation has been conducted in sccordsnce wich the pro pan IT Securine

Evaluation azd Cernficadon Scheme and rthe conclosions of the evalnation facilice in rhe evalzation cechnacal report sre consistent wirh the evidence adduced. This cerdficace is not az endorsemeat of the IT produoce by the
Informanon-techoology Fromotion Agency or by any other organization that recognizes or gives effece o this cerificate, and no warranry of the IT product by the Information-eechnology Promodos Agency or by azy other
argamization that recegnizes or goves effect to thas certificare, is either expressed or impBed.

The mazuze of this cerdificate, incleding its use regarding the IT Produoct or syscem or PP of & versicn differing fream chat appearizs i chiz certtficate or the mie of cernficars for publicadions, such 2z adverdsemene: and

carslos:, im an incerrect or miskeading mazner may result in withdrawal of chis certficate

Original Signed Date - August 17, 2009
Kaji Nishigaki 5 =

Chairman
I pA Information-technology Promotion Agency, Japan
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IEEE Standard

= Security standard for Hard Copy Device (IEEE 2600™-2008).
= |tis the first security standard requirements from 7/2008.

= Markets that are effected by this standard: Government,
Enterprise and Corporate companies.

= Sharp is the first in the industry to meet the standard requirements.

04 D4 O
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The Hardeopy Diewvice and System Security “orking Group 15 an approved standar
project spenscored by the IEEE Information Assurance Standards Commaittee of the T

=

=MD G0 -1 Oy LA

—_

12

P2600

Hardcopy Device and System Security

Computer Society.

1. Overview

1.1 Scope

This standard defines security requirements (all aspects of secunty including but not limuted to
authentication, authorization, privacy, mtegrity. device management. physical security and mformation
security) for manufacturers, users and others on the selection, installation, configuration and usage of
hardcopy devices and systems: mcluding printers. copiers, and multifunction devices. This standard
identifies security exposures for these hardcopy devices and systems and instructs manufacturers and
software developers on appropriate security capabilities to include in their devices and systems and
instructs users on appropriate ways to use these securnity capabilities.

1.2 Purpose

In today's Information Technology environment. significant time. and effort are bemng spent on security for
workstations and servers. However, today's hardcopy devices (printers, copiers, multifunction devices, etc.)
are connected to the same local area networks and contain many of the same communications, processing
and storage components, and are subject to many of the same secunity problems as workstations and
servers. At this time. there are no standards to guide manufacturers or users of hardcopy devices in the
secure wnstallation, configuration. or usage of these devices and systems.

The purpose of this document 1s to serve as such a standard and 1ts goals are:

1) To provide guidance in the secure architecture. design, and out-of-box configuration of
hardcopy devices for manufacturers;

2} To provide gmdance in the secure installation, configuration. and use of hardcopy devices
for end users and their supporting organizations; and,

Sharp Imaging and Information Company of America
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Q CAC-Common Access Card/MX-EC50

/ Background information \
/ Main Features \

» The Common Access Card (CAC) was
 Comply to HSPD-12 specifications developed in response to HSPD-12 Homeland
« CAC and PIV cards support Presidential Security Directive and is used by
» Authenticate CAC cardholder against user PIN the Department of Defense (DoD) and other
» Block all MFP Functions unless user authenticates federal departments as an identification for
* Auto insertion of user’s e-mail address active-duty military personnel, reserve personnel,
» Scan only to card user civilian employees, non-DoD other government
» Supports group policy and/or user policy employees, State Employees of the National
* Secure Print-job release with use of CAC card Guard and eligible contractor personnel.
* LDAP SSL Authentication » The CAC is used as an identification card as well
* PKI/OCSP server Authentication as for authentication to enable access to DoD
» Extract user certificate computers, MFPs , networks and certain DoD

Digital Signature using user privet key facilities.

\E-mail encryption using recipient public key / » The CAC card stores user e-mail address,
\:redentials and user privet key. /

Supported MFP Models

MX-M283/M363/M453/M503 N Series (only)

MX-M623/M753 (Q2-2010)

MX-2600/3100

MX-4100/4101/5001

DX/MX-C311/C401




Multi-Function

The Classic Issues

 Cost of Ownership
 Contracts

* Reliability

» Features

* Maintenance

* Brand

* Physical Size

* Applications

e Output Quality

» Speed

Sharp Imaging and Information Company of America

Device Purchase Criteria

Today’s New Issues

 Security

* Print and Copy Specific Security

 Risk Management

» Scan Specific Security and Authentication
* Privacy Law Compliance

 IEEE P2600 security standard

« Common Criteria Certification (EAL)

» Reports on NIST Vulnerability Database
 IPv6, SNMPVv3, Windows Vista® compatibility...
» Access Control - Common Access Card

* Insider Abuse Controls and Audit Features
* Network Security

« Communications Security

Look for a new generation of Security and
IT Awards presented To MFP manufacturers.

|

BLI Award
ThebestIT friendly

BLI Award

Outstanding MFP Security
Solution

~ Best Security Solution Suite
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Data Security Kits for MFPs —
Not all are alike!

Multiple overwrites of data in magnetic memory (hard drives) up to seven (7)
times vs. just clearing a directory or overwriting one to three times.

Use of encryption to protect buffered data so that if overwrites do not
execute, data is protected. Failure to execute usually requires service access.

Use of encryption for print mailboxes and stored documents.

Auto lockout after three failed password attempts for Admin, document file
retrieval, encrypted PDFs .... Just like your computer.

Document copy and scan control to disable reproduction of sensitive
documents (print control pattern for color systems) ... refuses to copy / scan.

Option to force Print and Fax hold operations - Policy
Restricted access to Address lists and configuration data - not just docs.

Certification - Common Criteria - At What EAL?- Does it work as advertised?
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Sharp Security Suite Awards

Most comprehensive security offering in the market

BT Shurp Exﬁ%
wianw, bartl.com Sharp MFP Range ~—*

We’'re “IT Friendly” with easy integration and lower support costs

' ___<
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Why Sharp Delivers the Best Value to their Customers?

Benefits of the Sharp Solution

Sharp’s leadership in Data Security helps ensure against identity theft, cyber

attacks and network threats.

= Sharp’s experience in gaining Common Criteria Certification will assist in
ensuring that the process be successful and take the minimal amount of time.

= The certified EAL3+ Data Security Kit (DSK) delivers powerful protection

= Common Access Card (CAC) solution will make access easier for those users
with assigned rights on the equipment.

= The proven high reliability of Sharp equipment, combined with the
service team’s responsiveness, ensures optimal uptime.

= Sharp offers the latest in technology at a very competitive total cost of
operation.
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Sharp’s Security Information
on SharpUSA/SharpSPC

SecuUrity 2

The Sharp multi-layver approach to
securing documents and data
protects your assets from
wulnerability .

Cost Accounting Print & Device Mgt ‘Workflow & Doc, Mgt

Sharp Security Suite | Sharp Data Security Kits | Sharp Secure Mebwork Interface | Library/Marketing Studies

Learn More » THE SHARP SECURITY SUITE LINE OF DEFENSE

PROTECTING YOUR
ASSETS FROM

An WP iz & povwerful ass VULNERABILITY

organization. Just consider
statements, confidertial reghrts, e-mails, memos,

grironmert. Left unsecured howewer, an
k= that are copied, printed, faxed or =
fomer data, and employes inform:

Sharp Security Suite

Irtellectual property, privatevand personal information beSORes portakle once proceszs
fram both internal and external threats . While not all risks oS
from inadequste protection can be only & matter of time.

Az an industry leader in document security, Sharp® Electronics recommends that businesses tal

iclential information are td;;ap;n'g:::yl?as never been more important as the proliferation of e-mail and the Internet has mad®

giulki-layer approach ta securing their documents and
eed bo monitor and safeguard document workflow a

Common Vulnerabhilities

Some of the most common vulnerabilties azsocisted with an unsecured

* Loss of productivity

* Regulatary non-campliance
* Lozs of access

= Stolen information

* Lanwvsuits

* Unauthorized use

SHARP SPC

Sharp offers the following Security products, tools and applications:

* Sharp Security Suite
* Sharp Data Security Kit (DS SHARP USA

* Sharp Secure Network Interface
* Sharp Security Library
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Security In Detalls
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Unauthorized access from
outside the corporate network

Unauthorized access to
using the Fax line

i i ¢ Encrypted files for print & «Separation of Fax
| | sDcan - line from network,
| 1| e Digital Certification oFi ]
i Hackerfcracker . SS%. Filter junk fax,
! | eSecure Fax (PIN)
i ! o=
. External Attacker !
| : =
' o ExternalUser Outside

. Fax

i Hackerfcracker .
Unauthorized Access to MFP _ Equipment
eDocument Control, Internal Attacker e
eConfidential Printing, (Walk up)

eTighter Access Control - 32 characters,
ePassword expiration,
eSecure Document Release,
eAccount Codes,
eUser Authentication

D.0.S and virus attack
eDenial of Service Resistance
oVirus Resistance

Hackerfcracker

Corporat

Unauthorized Access to

Unauthorized access to
MEFP assets stored in
RAM, NV, HD
DSK - providing Erase,
overwrite, Encryption with

traffic on the network
¢ Encrypted password

e SSL (HTTPS, IPPS,

SMTP,FTP,POP3) CCEAL3-4
e SMB and SNMPv3
e Network “fire wall” LEGEND

e Port Management
 [P/MAC filtering
* MFP log file for

(S, P,C,F, Document Filing,
E-mail activities)
*CAC support -
*User access control

Red attacker -is the attacker or non authorized user.
Click on the red attacker for list of threats and
mitigation

Internal Attacker
(network)

User -is the authorized user

Virus Resistance - refers to the fact that Sharp used
propriety 0S, so not susceptible to mainstream
(Microsoft) viruses
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Data Security cont.

¢ DSK for the MX Series

O Commercial DSK with enhanced access control:

O Document / Copy control: Printing control pattern to disable duplication of
sensitive documents. (only MX series with DSK)

O Restrictions on printing Sender Address List and all other configurations
O Option to Force Print and Fax Hold option

O Admin password protection :
(lock admin or document filing user after 3 tries)

O Document filing password protection (lock document filing after 3 tries)
O Encrypted PDF file password protection (lock document after 3 tries)
O FTP setup authentication

O Benefits: Support Security and Government accounts that require Data
Security and Data Encryption
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Enhanced Access Control

B Enhanced Access Control :

Q

O 00D Oo

Full password and user name (32 alphanumeric characters) for all MFP activities
(Scan, Print, Fax, Copy, Document filling and USB activities)

Log file for all MFP activities (Scan, Print, Copy, Fax, E-mail, Document filing)
Document Filing enhanced access control and restrictions

Scanning restrictions (HDD, USB and other)

Restriction on Firmware update (USB or PAU)

Support of Common Access Card (Smart Card) with MX-EC50 or DCL310S (optional)

*Select the function

futhority Group Registration [[_Eeturn to the Defaults ([ OK ]

Mo, 03 Croup Name E ABC Group

Copy

Select a function setting up authority. 1
Printer E O-KaY'

J
Image Send ] Document Filina }
Commen Functions E [ System Settings E ﬂ >

Buthority Group Registration / Image Send
Mo, 03 ABC Croup
Approval Settings for Each Mode [T]
Set up the transmission to be approved.
E*mail FTP : Buthority Group Registration / Image Send
Desktop Network Folder s Mo, 03 ABC Group
TR @ Approval Settings for Each Mode [T]
USB Memory FC Scan Set up the transmission to be approved.
Internet Fax PC-1-Fax 172
L
Fax FC-Fax
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SHARP.

Scanning Security

m Scan and E-mail Security:

Q Scan encrypted PDF file

A Securely Scan encrypted and password protected file directly from the MFP
without the need for other software or products.

Log file for all e-mail activities (From, To, When, What (file content)

Access Control and restrictions on Scan to USB memory

Support SMB, FTPS, SMTPS, POP3S protocols for enhanced scanning security

Secure scan to FTP sites using FTPS tunnel with Sharpdesk® 3.2X

Support of Common Access Card (Smart Card) with MX-EC50 and DCL310S (Optional)
Support of a variety of Access Cards (Proximity, RF, Biometric, Smart Card) (Optional)

(I I W Iy W
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SHARP

Printing Security

B Printing Security
Q Print encrypted and password protected PDF file
Q Securely Print Directly from:
Q Printer Driver
Q FTP Pull Print
Q E-Mail Push print
Q Direct print from Job status
Q Print using IPPS protocol.

Chapter 1: SSL Encryption of Print Data Page 2-Page 5

Mew  procuct
oroject ook

O aCCess Frice

. Hemase cate
4 [ ®
Print Data

Ferormance
SSL Encryption = il

Make sure that URL begins
with httpsay

Dirip v T BIFF s ta SR el e FFE s
K2 mntdad | oL -geared ok o b et

i [Back el 2 i
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Printing Security—Cont.

Method for encrypted PDF file printing

RN NN NN AN AN A AR EAEREEEEEAEEAREREEREEEEEEE,,
. L]

*

3
3

FTP pull Print

FTP server

operational panel. After selecting
encrypted PDF file, give a printout
instructiQ®

printout instructio

E-mail push Print

e PR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEN,,
. Y
.

*
*
*

Client %
printout instruction

.

In case of Direct Print

Access the FTP server from the main unit

>
a
a
@
w
wn
-t
=
@
"
—
av)
w
@
=
<
@
2

(MX Series)

Send encrypted PDF file attached with E-mail

from a client PC to MFP and print out the attached data.

e, .
TassssEssEEsEEssEEsEEEEns ressssssssnnannt

printout instructi¢n

PN EEEEE NN NN EEEEEEENEEEEEEEEEEEEEEEN,
.

L] .*
tasssEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnss®

i

Print out the encrypted PDF file from “JOB Status”

Job Gueus

itani

Job Husue |

020/ — Spooling E "
— Spooling l

o3/ —- Encrypt PDF

=Hcan to l &Fax Job l Qlnternet Faz

Input a password.

= Job Qusue Sets / Progress Status :
Il BEMakatal dob Wueue

] Complete |

Password has been accepted.
2 @s10869

1 Password is corrected.

Print out the encrypted PDF file

In case of direct print, encrypted PDF

Print by Printer Driver

data is sent to MFP directly with out
extracted,

sEEEEEENEEENEEEEEEEEEEDE,
3

“ePasnnnnnnnnnnnsn

Print out the encrypted PDF fil
K by Printer Driver.

.
(S .
®asssssEsEssssssEsEsEeEEnEnmnnnnnnnns®

*

P UEEEE NN NN NN NN N NEEENEENNEEENEEEEEEEEEE,
*

*
D

o

(L]
“““\ g

gsUNEEEEEEEEEEEEE

o

. .
“sssssssssssssssEsEEEEasssssssenennnnnnnnns®

*a
amssssEEEEmEEEEEEEEES
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Fax Security

B Fax Security
a Confidential Fax printing (password protected)
a Ignore Junk Fax
Q Separation of Fax from Network

Q Optional log in to send a fax



SHARP.

Sharp Imaging and Information Company of America

Network Security

B Network Security:
a SNMP-v3 for Device Maintenance support
a SMB support for Scanning (MX series)
a 802.1X for Device authentication (similar to the wireless )
a User Authentication from a selection list
(Company LDAP or Company Server or any other)

0-Kay!
Pre—Installed Certificate Update [Hepdn ]

| LEF Dep. LDAP ] e e

ABC Dep. LDAP

mmmmmmmm
aaaaaaaaaaaaaaaaaaa
QQQQQQQQQQQQQQ
oooooooooooooooooooooooo

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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Network Security cont.- (SSL)

B Secure Socket layer (SSL) support (MX series CR2 and
B&W3) for:

(I S I Ry WA

(]

IPP (IPPS): encrypt the printing for out of network users
SMTP (SMTPS) for outgoing e-mail

POP3 (POP3S) for incoming e-mail

LDAP (LDAPS) for LDAP authentication

FTP (FTPS) for scanning to FTP site

HTTP (HTTPS): encrypts the network traffic to secure Imager Home Page activities

(Security and network setting and configuration)

Digital Signature Certificate for SSL (Local or import from external security authority

(e.g. VeriSign® ,RSA® or other)
Example: HTTPS

Chapter 2: SSL Encryption of MFP Configuration Data

L ——-
G3%"-0_TF[In 4
I HJHT&%SFT" |
el BN T
| aanpaokckok
N phineEssl,

S,

MFP Configuration Data
SSL Encryption

DESEWoNT

Cl alCess
o, password of MFP
I =

=

Fage 6-Fage 9@

| and cusiom folder |

. P = S -

-




Network Security- cont. (Port Control)

Sharp Imaging and Information Company of America

SHARP
MX-2700N

Top Page
b Status
r Address Boaok
F Document Operations
¥ .Job Pragrams
¥ User Contral
F Systern Settings
F Metwork Settings
F Application Settings
b E-mail Alert and Status
Storage Backup
¥ Job Log

¥ Security Settings
Password Change
Part Cantral
Filter Setting
b S5 Settings

Custorm Links

User Mame: Administrator

Port Control

Submitl) | Update(®) |

Logout

Hel

IServer Port

HTTP: [Enhle =] PortMumber [B0 (-85535)
HTTPS: [Disable ¥] Port Number. [443  (0-65535)
FTF Print: Im Fort Mumber: |21—(D—55535)
Faw Print: Im Fort Murnber: W(D—EEESEj
LPD: [Enhle =] Port Mumber [515  (0-65535)
PP [Enable ] Port Number. [631  (0-65535)
IPP-SSL: [Disable »] Port Mumber [443  (0-85535)
Tandem Copy Receive: [Enable =] Port Mumber [50001  (0-65535)
FC Scan: Im Port Murnber: W(ﬂ-ﬁ%%j
SNMPD: [Enable =]

Telnat: Im

METAWINS: [Disable ~]

JCP: [Disable =]

RARP: [Enable =]

SMTP: [Enable x|

BMLinks: [Ensble ~]
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Network Security- cont. (Port Control)

SHARP

MX-2700N

1 Top Page
b Status
b Address Book
¥ Document Operations
b Job Programs
¥ User Control
F System Settings

¥ [etwork Settings

= Quick Settings

= General Settings

o Protocol Settings

n Senices Settings

“ Print Port Settings

© LDAP Settings

B HTTP Access Settings
o Wiew Login User

r Application Settings

Services Settings

Update(R)
| wns | sm
‘ Kerberos | SNTP

SHMP

mONS ONS

User Name: Administrator  Logout(

Helg

Submit(U) |

| DN Settings

Primary Server:
Secondary Server:
Timeout:

Domain Name:

Submit(U) |
Update(R) |

|
|
|?'-U seconds(0-60)

|net|ab.cum

(Up to 64 characters)

Back to the Top on This Pa




Network Secu rlty — Cont. (Port Filtering)

Sharp Imaging and Information Company of America

Top Page
F Status
F Address Book
k Docurnent Operations
k ob Programs
b Lzer Control
k Systerm Settings
bk Metwork Settings
b Application Settings
b E-mail Alert and Status
Storage Backup
r Jab Log

rSecurity Settings
FPassword Change
Fort Caontral
Filter Setting

F S5L Settings

Custorn Links

Operation Manual Download

Filter:

IIP Address Filter Settings

IDisabIe 'I

Filter Mode:

Filter Address 1
Filter Address 2
Filter Address 3
Filter Address 4

| MAC Address Filter Settings

IAIIDW 'l

Start IP Address

End IP Address

Filter Address 1
Filter Address 2
Filter Address 3
Filter Address 4
Filter Address 5
Filter Address &
Filter Address 7
Filter Address &
Filter Address 9
Filter Address 10

MAC Address

[oo000000080
[ooo000000000
[oaoaon000050
[po0000000080
[oaoao0000050
[oo0000000000
[ouo000000000
[oo0000000080
[ooo000000000
[oaoaon000050
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Audit Log Security

MFP Job Log Sample Report for Activities (MX Color and Hercules)

Top Page
b Status
b Address Boak
¥ Document Operations
¥ Job Programs
b User Contral
b oystem Settings
b Metwork Settings
k Application Settings
b E-mail Alert and Status
Storage Backup

w.Jab Laog

oave/ Delete Jab log
YWiew Job Lag

b Security settings

Custom Links

Job Log: 206
Display ltems: |EDE| v|

| sarting in Descending Order j

Previousi) [1/1 Nex(hy |

Job ;o Mode

D Computer Name

Scan to
206 Desktop Pl ds

205 Scanto E-mail NA
Scan to

204 Desktop Pl ds

203 Scan to E-mail NA

202 Scanto E-mail NA

Metadata
al send(Deskton) A

Operation Manual Download onl Metadata m

send(Deskton)

-

User Name Login Name

Mo Mo
Authentication Authentication

Mo Mo
Authentication Authentication

Mo Mo
Authentication Authentication

Mo Mo
Authentication Authentication

Mo Mo
Authentication Authentication

Mo Mo
Authentication Authentication

Mo Mo
Authentication Authentication

Date Total Count
Black

Start Complete f":."hitE I(:Z:;IIIur ZCqur l
2006-02-17T10: 0 2006-02-17T10: 0 1 0 NA
2006-02-17T09:57 2006-02-17T02:57 1 0 NA
2006-02-17T09:56 2006-02-17T02:56 1 0 NA
2006-02-17T08:31 2006-02-17T08:32 22 0 WA
2006-02-17T08:28 2006-02-17708:28 0 0 NA
2006-02-16T14:42 2006-02-16T14:42 0 1 /A
2006-02-16T14:38 2006-02-16T14:35 0 1 /A

|
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SSL Settings
C-Frontier, MX Series-11 and B&W 111

= Top Page

b Slatus

k Address Book

¢ Documant Operations
¢ Job Programs

¢ Liser Control

F System Settings

¥ Network Sattngs

k Application Settings

b E-mail Alert and Status
& Storage Backup

t Device Cloning

¥ Job Log

* Secunly Settings
& Password Change
= Part Contral
& Filtar Sating
= 551 Settings
© Cartificate Craation
& Make of Certificate

| Setting of SSL

Senver For
HTTPS

IPP-55L

¢ Redirect HTTP ta HTTPS in Divice Web
Page Access
Client Podt
HTTRS

FTPS

SMTP-S5L
POP3-55L
LDAP-S5L

Level of Encryplion

Huatice

Chsable
Desable

Enable
Enable
Enable
Enable
Enable

Low

VWeb page may not be displayed if Level of Encryplion is set to High on 351 Settings depending on the function of the

browser of the connechion stalus

To display the Web page, disable the S5L settings in the System Sattings on the operation panel, and then set Level of

Encryption to Low or Middle

Certificate Information
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Sharp Multi-Layered Security
Summary
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EXTENSIVE FIREYY
PROTEC!
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Sharp MFP Security Levels

SHARP MFP SECURITY LEVELSf R

How SECURE DO YOU NEED TO BE?

Standard Level

Who should use it?
= General office
= SOHO
= Public offices

Benefits
= Confirm user access
= Protect user output
= Adds resistance to attack from
malicious codes and viruses

Applications
= Access Control Security (accounts
codes, PIN printing)
= MNetwork Security (IP/Mac Filtering,
Port/Protocol Management)

Heightened Level

(Includes Standard Lewvel)

Wheo should use it?

Enterprise companies
Hurmamn Resources
Financial

Accounting
Healthcare

Insurance

Legal

Education

Benefits

Virtually eliminates latent document
images

Helps protect stored documents
Access control authentication

Helps protect documents in transit
Audit user activity

Applications

Data Security Kit (DSK)

Access Control Security (LDAP and
active directory authentication)
Document Security (doecument
encryption)

Metwork Security (data and traffic
encryption)

Audit Trail Security (internal and third
party log file)

(Includes Heightened Level)

Who should use it?

- Federal agencies, DOD, state offices
= Research & Development

Benefits

= Helps protect from attackers on
fax lines

= Provides assurance claims

= Better user access control
authentication

Applications

= Common Criteria Validation (CC DSK)
= Fax security (separation between fax
and network lines)
* » DRIERLOSrEryptalu@GAGC Selufidnital
Certificate)
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LR LR ! ME- MECE0 INMEl 1N
Bz MEG0NET I [T T
R o e LB T R O ot
ARNE1T MEED IS "“EE"B'::L‘W] ';':1“1!": M:i-2100E001 "
M- ME-A20NT AN
NG NAMEIN
DEk-Cata §eourty Kit[Optonal)
S '3'3"5":'""" Coopy PR Cop PR Coopy PR Cop PR Coopy PR
Doy Sy Doy Sy Doy
Sy Fa
AR-
S—— G| | oame | MR | O wowa
FRZ4l I-F AT I<-FRSL N F Pl N R I-F R
AR- IC-F AR C<-F ATl
FR2SL
commn e cen | SR [ A | oamem | RS |t eawg
AR-FRZ: IC-F R - RS N F SRR I-FR3
AR-FR3S IC-F RS I-F AT
Andony No No No s s s
Enorpion 1ZBAE 1ZBAE 1ZBAE 5 EEAE 255 0.6 1ZBAE
Quwererlh Ram & HD rEs rEs rEs rEs rEs rEs
Addre o hook Coercrde Ve Ve Ve Ve Ve Ve
Cooument Alng Emrpion M;f':'h! e e e e e
Eo.L walidadon (el EALS+ EALZ+ EAL EAL EAL EALZ+
Bagurty Featuren [3fandard)
Canidenial Print rEs rEs rEs rEs rEs rEs
Canidenial R Ho Mo Ho rEs rEs rEs
Enorpied POF 1k
EHMPE No No No Ve Ve Ve
Portmanagement BEL*
A Ve Ve Ve Ve Ve Ve
Mertl EEEZM ™2 M2 .
chandarg No No No e Ve No
Cantralier wthouthad s For Ul Lerdan No Ho No Ho
drius
- | Aaounloades |
' Ouly for MCM252 AMEEEaE s MEns | L | userabon b WMIE IR AP MEERELT
pCLHOS | DCLHOSCAC) | DO LHOSCAC) mm-szimﬂ - conid B LD 0 A
[CAC) Jyin - EC (0 AC)
CooumentAlng Foceod M;;;'“ s s s s s

*2010 ** Only for MX-M283/M363/M453/M503

*#* only for MX and AR-M257/M317
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Sharp’s Security Suite-The Best

DSK solutions - CC EAL vs. How strong is the Security solution?

SHARP |

N icon Ccanon
TosHiea ©E5)| K473
- RGO
1 2 3 4 5 6 7 8 9 10

Weak Security Solutions

Strong Security solutions
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SHARP
National Vulnerability Database
http://nvd.nist.gov/
No Issues Reported

Sharp’s Firmware Based architecture is more secure.

It is not subject to virus attacks, worms and other attacks that exploit
the MFP’s ability to run executable files.
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NATIONAL VULNERABILITY DATA BASE
http://nvd.nist.gov/

‘ | - | |E| |E| 3 http:/ /nvd.nist.gov/ [RSS | e haetls

Local Weath._eather.com MWA - Mana...e & Assets  PNC Bank Online Banking American Ex_..of Accounts Commaon Crit._.d pn

Sponsored by # *.f ‘- NIsT

DHS National Cyber Sacurity Diulsionle'B-CEﬂT National Institute of

L 4 Ly i % : i :'r . Standards and Technology
National Vulnenability Database

Y resource

a comprehensive cybar{_h .
Search CVE, Download CVE, Statistics, CVSS, Vendors, Contact, FAQ

Search CVE Vulnerability Database (perform Advanced Search)

NVD is a comprehensive Keyword search: xerox “Search All

cyber security Try a product or vendor name

vulnerability database Try a CWVE standard vulnerabllity name or OVAL guery

Only vulnerabilities that match ALL keywords will be returned

that integrates all Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions

publicly available U.5.

Government UUIner_adb'“w J Search last 3 months \ " Search last 3 years_\

:gﬁgfer:sssa;dlﬁgﬁ:'trss Show only vulnerabilities (] US-CERT Technical Alerts

resources. It is based on hat have the following | US-CERT Vulnerability Notes

and synchronized with associated resources: ] QOVAL Queries

the CVE vulnerability

Naming staneara. Automated FISMA and Compliance Metrics (NSA/DISA/NIST Beta Site)!!
The Security Content Automation Program (SCAP) is a public free repository of security

content to be used for automating technical control compliance activities (e.g. FISMA/800-

NVD contains: 53), vulnerability checking (both application misconfigurations and software flaws), and
20129 CVE security measurament.

Vulnerabilities New CVE Community Service!!

72 US-CERT Alerts NVD announces a new service to allow software development organizations to make
1523 US-CERT Vuln official statements regarding the set of CVE vulnerabilities that apply to their products.
Motes They can now provide the CVE community {300+ products and services) deeper insight
1162 Oval Queries into the vulnerabilities within their products. For example, they can dispute third party
Last updated: vulnerability information, clarify vulnerability applicability, provide configuration and
10/25/06 remediation guidance, provide deeper vulnerability analysis, and explain vulnerability
Duhliratinn ratas P
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Xerox Vulnerabilities

Resource Status B ———

NVD contains:
33991 CVE Vulnerabilities
143 Checklists
158 US-CERT Algrts
2283 US-CERT Vuln Notes
2097 QWAL Queries
16322 CPE Names
Last updated: Mon Dec
08 11:47:33 EST 2008
CVE Publication rate:

13.17 CVE-2008-31223
mumary: Multple SGQL injection vulnerabibbies in Xerox CentreWWare Web [CWW) before 4.6.46 allow remote

E il List
authenticated users to execute arbitrary SOL commands via the unspecified vectors.

NVD provides four mailing |pyblished: 07/10/2008
lists ko the pubhc. For

mmary: The Xerox Phaser 8400 allows remote attackers to cause a denial of service (reboot) via an empty UDP
packat to port 1900.
blished: 08/10/2008

¥55 Severity: 7.8 (HIGH)

CVE-2008-3121

mmary: Multiple cross-site scripting (XS5) vulnerabilities in Xerox CentreWare Web (CWW) before 4.6.46 allow remote
authenticated users to inject arbitrary web script or HTML via unspecified vectors.

blished: 07/10/2008
VES Severity: 4.3 (MEDIUM)

information and V5SS Severity: 6.5 (MEDIUM)
subscription instructions
please visit NVD Mailing  ERISRILIEEREFE]
Lists vmmary: Unspecified vulnerability in the Extensible Interface Platform in Web Services in Xerox WorkCentre 7655,
Workdoad Ind 7665, and T675 allows remote attackers to make configuration changes via unknown vectors.
et published: 06/23/2008
Vulnerability Workload i
Index: Blz.t_,‘_"r CVSS Severity: 10.0 (HIGH)

NVD duct of th wmmary: Cross-site scripting (X55) vulnerability in the embedded Web Server in Xerox WorkCentre M123, M128, and
NIS.TE sty S anron s 133 and WorkCentre Pro 123, 128, and 133 allows remote attackers to inject arbitrary web scnpt or HTML via unspecified
L
! 'Wand is 5p d actors.

T I R T S L A
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Xerox Vulnerability

m Xerox Security Bulletin XRX09-001
Q Software update to address Command Injection Vulnerability
a v1.0
a 01/30/09

m Background

A A command injection vulnerability exists in the Web Server. If
exploited, the vulnerability could allow remote attackers to execute
arbitrary code via carefully crafted input on the affected web page.
Customer and user passwords are not exposed.
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Canon Vulnerabilities

NVD contains:
33991 CVWE Vulnerabilities

143
158
2283
2097
16322

Checklists

US-CERT Alerts
US-CERT Wuln Notes
OVAL Queries

CPE Mames

Last updated: Mon Dec
08 11:47:33 EST 2008

CVE Publication rate:
13.17

Email List

NWD provides four mailing
lists to the public. For
information and
subscription instructions

please visit NWD Mailing
Lists

Workload Index

WVulnerability Workload
Index: 8.24

NWD is a product of the
NIST Computer Security
Division and is sponsored
by the Department of
Homeland Seciimritv's

CVE-2008-4279

Surmymary: The CPU hardware emulation for 64-bit guest operating systems in VMware Workstation 56.0.x before 6.0.
build 109488 and 5.x before 5.5.8 build 108000; Player 2.0.x before 2.0.5 build 109488 and 1.x before 1.0.8; Server 1
before 1.0.7 build 108231; and ESX 2.5.4 through 3.5 allows authenticated guest OS users to gain additional guest O
privileges by triggering an exception that causes the virtual CPU to perform an indirect jump to a non- canonical addre

Published: 10/06/2008

ICVSS Severity: 6.8 (MEDIUM)

CVE-2008-2803

Summary: The mozlJSSubScriptLoader.LoadScript function in Mozilla Firefox before 2.0.0.15, Thunderbird 2.0.0.14 a
earlier, and SeaMonkey before 1.1.10 does not apply XPCNativeWrappers to scripts loaded from (1) file: URIs, {2) dat
IURIs, or (3) certain non-canonical chrome: URIs, which allows remote attackers to execute arbitrary code via wector
involving third-party add-ons.

Published: 07/07/2008
(CVSS Severity: 5.8 (MEDIUM)

CVE-2008-2665

Sumsmary: Directory traversal vulnerability in the posix_access function in PHP 5.2.6 and earlier allows remote attac
to bypass safe_mode restrictions wia a .. {dot dot) in an http URL, which results in the URL being canonicalized to a |
filename after the safe_mode check has successfully run.

Published: 0&8/20/2008
\CVSS Severity: 5.0 (MEDIUM)

CVE-2008-0303
VU#L68073

Surmymary: The FTP print feature in multiple Canon printers, including imageRUNMER and imagePRESS, allow remote
attackers to use the server as an inadvertent proxy via a modified PORT command, aka FTP bounce.

Published: 02/29/2008

CVSS Severity: 6.4 (MEDIUM)



CWE-20000- 03203

KB931836
KBS9183338
MSOF-DG3
MSODF-D6S
MSOF-D0G3
MSOF-DEd
MSOF-058
MSOF-—030
MSOF- 046
MSOF-043
MSOF- D042
MSOF-025
MSOF-021
MSOF-D22
MSOF-021
MSOF-017F

MSOF-013

Sharp Imaging and Information Company of America

Canon Security Patches

Security Bulletins for Canon Office Products

scurity Bulletin anon Security Bulletin Response Date Date
Posted Modified

VWulnerability affecing FTP functions in Canon Controllers

iPR Server/CP G3-10:4

Patch

corresponding with

iPR Server,/CP &3-1 04

FPatch

KB9321836

corresponding with

iPR Server,/ CP S3-1 04

Patch

KB913338

corresponding with

iPR Server,/ CP S3-1 04

Patch

MSOF-DG69

corresponding with

iPR Server/ CP G3X-1 00

Patch

MSOF-DG6S

corresponding with

iPR Server/ CP G3X-1 00

Patch

MSOF-0G54

corresponding with

iPR Server/ CP G3X-1 00

Patch

MSOF-061

corresponding with

iPR Server/ CP G3X-100

Patch

MSOF-0583

corresponding with

iPR Serverf CP GX-100

Patch

MSOF-0350

corresponding with

iPR Serverf CP GX-100

Patch

MSOF- 046

corresponding with

iPR Serverf CP GX-100

Patch

MSOF-043

corresponding with

iPR Server/ CP GX-100

Patch

MSOF- D042

corresponding with

iPR Server/ CP GX-100

Patch

MSOF-025

corresponding with

iPR Server/CP GX-100

Patch

MSOF-021

corresponding with

iPR Server/CP GX-100

Patch

MSOF-D22

corresponding with

iPR Server/CP GX-100

Patch

MSOF-021

corresponding with

iPR Server/ CP GX-100

Patch

MSOF-017F

corresopondina with

MSOF-013

oz/28/08
oz/28/08
oz/28/08
oz/28/08
oz/28/08
oz/28/08
oz/28/08
oz/28/08
ozZ/Z28/08
az/z28/08
az/z28/08
az/z28/08
az/z28/08
az/z28/08
oz/z28/08
ozfze/08
ozfze/08

oz/28/08
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Ricoh Vulnerabilities

¥ J-Security Center

* Threats and
Vulnerabilties

* Microsoft Security
Bulletins

* Caze Studies and
White Papers

* News and Awards

* About Us

Latest Attack Object
Updates

IDP Daily Update #1321
osted: 12/02/08

NSM Daily Update #1321
posted: 12/02/08

Deep Inspection 5.3r5
and above, 5.4, 6.0
#1313

posted: 12/02/08

Deep Inspection 5.1,
5.2, 5.3rd and below
#1300

posted: 12:02/08

Deep Inspection 5.0
#1132
posted: 04/01/08

Antivirus
posted: 12/01/08

TITLE: RICOH AFICIO 450/455 PCL PRINTER REMOTE ICMP DENIAL OF SERVICE
VULNERABILITY

Severity: HIGH
Description;
The Ricoh Aficio 450/455 is a large, network-attached printer and photocopier.

Itis reported that Ricoh 450/455 printers are susceptible to a remote denial of service vulnerability. This issue is
due to a failure of the device to properly handle exceptional ICMP packets.

Specifically, if the printer device receives ICMP packets that are larger than 28 bytes, have an ICMP type of 3
(destination unreachable), have an IP header length of less than 5, and an [P protocol type of 6 (TCP), or 17 (UDP),
it will reportedly restart. ICMP types including 4 (source quench), 11 (time exceeded), 12 (parameter problem), and
possibly others are also reportedly able to restart the printer. Other IP protocol values and combinations may also
be sufficient to exploit this vulnerability.

Remote attackers may exploit this vulnerability to restart affected devices. Repeated packets may be utilized to
sustain the condition, causing the device to repeatedly restart. Source addresses ofthe malicious ICMP packets
may also be spoofed, reducing the likelinood of locating, or blocking access to the attacker.

Due o code reuse among devices, it is likely that other printers are also affected.

Affected Products:

+ Ricoh Aficio 450 PCL Printer 0.0.0
+ Ricoh Aficio 455 PCL Printer 0.0.0
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