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The Risk to Privacy ComplianceThe Risk to Privacy Compliance

Digital Copiers Digital Copiers StoreStore ThousandsThousands of Records in Internal Memoryof Records in Internal Memory

At the end of a copier’s lease period, thousands of 
records retained on the hard drive can fall into the 

wrong hands…this poses a privacy compliance risk 



Multifunctional SystemsMultifunctional Systems
Memory Vulnerability AssessmentMemory Vulnerability Assessment
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SHARP Security Solution
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User Notification

Manual Mode

Message displayed at the 
completion of each job indicating 

that the memory has been cleared 

Auto Mode



Sharp has the Answer:Sharp has the Answer:
Common Criteria Validated Data Security KitCommon Criteria Validated Data Security Kit

Special Secure Firmware option analyzed by the Common Special Secure Firmware option analyzed by the Common 
Criteria Program Criteria Program 
•• Sponsored by the National Security AgencySponsored by the National Security Agency
•• Difficult standard to attainDifficult standard to attain
•• Sharp is on its Sharp is on its Second GenerationSecond Generation designdesign
•• Successful track record in government/military applicationsSuccessful track record in government/military applications

Encrypts data stored in memoryEncrypts data stored in memory
•• 128 bit encryption of all data (for print, copy, scan, or fax jo128 bit encryption of all data (for print, copy, scan, or fax jobs) bs) 

stored on the Hard Drive and RAMstored on the Hard Drive and RAM

Overwrites data after job is completedOverwrites data after job is completed
•• Random data overwrite (programmable up to Random data overwrite (programmable up to Seven TimesSeven Times) of the ) of the 

information stored in memory information stored in memory 



National Information Assurance National Information Assurance 
Partnership WebsitePartnership Website

http://niap.nist.gov/cc-scheme/ST_VID2012.html



Sharp offers Sharp offers ““EndEnd--toto--EndEnd”” SecuritySecurity

Confidential PrintingConfidential Printing
•• Print is made while author is presentPrint is made while author is present
•• Minimizes the risk of secure documents being Minimizes the risk of secure documents being 

removed from the paper trayremoved from the paper tray

Audit TrailAudit Trail
•• Allows network administrators to monitor all print, Allows network administrators to monitor all print, 

copy and scan activitycopy and scan activity
•• Provides a comprehensive audit trail that can track Provides a comprehensive audit trail that can track 

network activity by usernetwork activity by user
•• Tracks every page that is printed and copiedTracks every page that is printed and copied



Sharp offers Sharp offers ““EndEnd--toto--EndEnd”” SecuritySecurity

Secure Network InterfaceSecure Network Interface
•• MFPsMFPs have networkhave network--accessible web administration accessible web administration 

pagespages
•• IP Filtering and MAC Address Filtering allow IP Filtering and MAC Address Filtering allow 

administrators to restrict user access, disable administrators to restrict user access, disable 
protocols and disable portsprotocols and disable ports



Network Vulnerability Network Vulnerability 
ProtectionsProtections

Digital Multifunctional Products Use 
Ethernet Interfaces Similar to Those Used 
In Computers

IT Staff Uses Firewall and Anti-Virus 
Software to Protect Computers 

Printers and MFPs are Usually 
Overlooked



Secure Network InterfaceSecure Network Interface
Enables administrators to RESTRICT remote
access to the copier/printer.
In Security Mode the network
administrator can specify the IP addresses
of secured servers or authorized users
blocking LPR, FTP, Telnet, and Sockets
printing to those not on the list.
This feature addresses insider
threats

Administrator’s
Network Admin Web Page

Access Denied
Unauthorized IP Address

Authorized IP Address
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