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H The Risk to Privacy Compliance

Digital Copiers Store Thousands of Records in Internal Memory

At the end of a copier’s lease period, thousands of
records retained on the hard drive can fall into the
wrong hands...this poses a privacy compliance risk e




H Multifunctional Systems
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SHARP Security Solution

Electronic Data Disclosure Prevention
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H Sharp has the Answer:

Common Criteria Validated Data Security Kit

» Special Secure Firmware option analyzed by the Common

Criteria Program SHARP
« Sponsored by the National Security Agency - Dmﬁmm
« Difficult standard to attain .,

« Sharp is on its Second Generation design B

« Successful track record in government/military applications

» Encrypts data stored in memory

« 128 bit encryption of all data (for print, copy, scan, or fax jobs)
stored on the Hard Drive and RAM

» Overwrites data after job is completed

« Random data overwrite (programmable up to Seven Times) of the
iInformation stored in memory
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Validated Products List

SHARP.

Product Name: Sharp Corporation Multifunction PRODUCT DESCRIPTION:

Device with Data Security Kit, AR-FR4 V.M.10,

AR-FR5 V.E10, AR-FRE V.J.10

Product Type: Multi Function Device

Date: 2 December 2002
Conformance Claim: EAL 2

PP Identifier: None

Security Target:
Validation Report:
CC Certificate Image:

The TOE is a multi-function device with print, copy,
scan and FAX options (hereafter referred to as a MFD)
A Data Security Kit (DSK} is available to upgrade
existing printers and copiers to the evaluated
configuration.

A MFD may store temporary document image data in
RAM, on a hard disk drive (HDD), or in FLASH
memary, depending on the hardware configuration.
The MFD provides DATA CLEAR and DATA
ENCRYPTION functions to enhance the security of the
MFD. The DATA CLEAR function overwrites the
encrypled temporary document image data (resulting
from the DATA ENCRYPTION function} with random
data up to seven times at the completion of each print,
scan or copy job. When clearing temporary document
image data from a FAX job, the DATA CLEAR function
writes zeros (0} into the FLASH memory, overwriting
the document images.

Key Words: Sharp, Sharp Corporation, Sharp
Imager Family, copy services, print services,
scan services, object reuse, residual information
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Vendor: Sharp Electronics Corporation

POC: Mr. Peter Cybuck
Phone: 201-214-8760

Fax:

Email: Peter. Cybucki@sharpsec.com

Web: hitp'www.sharpusa.com

CC Testing Lab: Computer Sciences

Corporation

DD-erase, after the completion of any copy, printor
scan operation encrypled temporary document image
data is overwritten by random data. Invoking
HDD-erase mitigates the risk that the HDD will retain
readable document data when a job is completed. The
DSK also allows a Key Operator to manually clear the
entire HDD up to seven times on occasions such as
loss of power to the copier, or when removal of the
HDD is necessary. If a hard disk is not present, the
MFD will create a RAM disk. This RAM disk is a virtual
disk drive and is treated the same as the hard disk
drive; thus, 8 hard disk is not required for operation.
Data written to the RAM disk is also encrypled and
overwritten up to seven times.

In the event of a power failure, any encrypted data
currently on the HDD remains. After 8 successful
power up, with the “Power Up Auto Clear

enabled, the DATA CLEAR function ensures that all




H Sharp offers “End-to-End” Security

@ Confidential Printing
* Print is made while author is present

* Minimizes the risk of secure documents being
removed from the paper tray

A Audit Trall

* Allows network administrators to monitor all print,
copy and scan activity

* Provides a comprehensive audit trail that can track
network activity by user

» Tracks every page that is printed and copied




H Sharp offers “End-to-End” Security

A Secure Network Interface
e MFPs have network-accessible web administration

pages
e |IP Filtering and MAC Address Filtering allow

administrators to restrict user access, disable
protocols and disable ports




Network Vulnerability
Protections

Digital Multifunctional Products Use
Ethernet Interfaces Similar to Those Used
In Computers

IT Staff Uses Firewall and Anti-Virus
Software to Protect Computers

Printers and MFPs are Usually
Overlooked




Unauthorized IP Address

Secure Network Interface

Enables administrators to RESTRICT remote Administrator’s

access to the copier/printer. .
. gy Network Admin Web Page
In Security Mode the network

administrator can specify the IP addresses .
of secured servers or authorized users Security Enhancement Config
blOCking LPR’ FTP’ Telnet’ and SOCketS ::re V;:;:-LE [%) http://172.29.22.166:129/security.htm
printing to those not on the list. Telnet Remove  (DIE I

JCP Remove DISABLE |3
This feature addresses insider RARP Remove  (DSABE )
threats I

SHARP.

Authorized IP Address
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