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Sharp Continues to Enhance Security Offerings with
New Common Criteria DSK

As an industry leader in Document and Data Security, Sharp is pleased to announce the optional
MX-FR33 Common Criteria/1SO 15408, EAL3-certified Data Security Kit for the MX-4110N,
MX-4111N, MX-5110N, and MX-5111N color MFPs.

Sharp makes it easy for virtually any business or government entity to safely deploy digital copying,
printing, scanning and faxing. For maximum data protection, the optional Common Criteria Data
Security Kit offers features such as:

v' Data Overwrite On-demand
a-nd at Power Up - s CONFIDENTIAL DATA
v" Incorrect Password Lockout A ' S
. . > - SECURITY SUITE
v'  Restricted Status Display '
v"  Restricted List Printing

These scalable security offerings aim to

protect your intellectual property, preserve confidential information and help your business to meet
regulatory requirements, such as the Health Insurance Portability and Accountability Act (HIPAA) and
the Gramm Leach Bliley Act (GLB).

Additional standard security features on the MX-4110N/4111N/5110N/5111N include:

v Automatic Data Overwrite & Encryption to help protect everyday document data using
AES (Advanced Encryption Standard) 256-bit encryption.

v End-of-Lease feature overwrites all data, including document filing, user data, job status, date
and address book.

v Account Management to set authority groups to control usage costs

v User Authentication to protect your office from unauthorized communications

v SSL Encryption for maximum security by restricting access to your MX-4110N/4111N/5110N/

5111N over your network
v Confidential Printing to help protect direct print documents from unauthorized viewing

Sharp takes a comprehensive approach to security by offering protection at every step in the document
lifecycle. Fully scalable, Sharp’s security offerings enable Information Technology (IT) personnel to
confidently safeguard their infrastructure and MFP installed base, with virtually no impact to network
traffic or workgroup productivity.
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The Sharp Advantage

Sharp was the first to address security in digital imaging and received the first Common Criteria
validation for an MFP in 2001. Since then, Sharp has been regarded as one of the industry’s security
innovators. With a Sharp MFP and Data Security Kit, both users and administrators can rest assured
that Sharp is helping keep their confidential information secure.

Sharp continues to strengthen its product offerings with the very best in leading technology,
features and value. The new MX-FR33 Common Criteria Data Security Kit offers security
features to keep up with today’s busy office environments.

Sincerely,
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Shane Coffey

Director, Product Management, Document Systems Products

Sharp Imaging and Information Company of America
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